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Abstract—To receive a telematics service, it must first be 3 i
. . . . W-CDMA HSDPA | HSUPA i Super 3G 4G
authenticated, and each automobile (or car navigation system) . S —> > > >
has typically been linked to a particular vehicle owner who 20001 Re;ol EV-DORevA uvB N
could authenticate such services. However, an increasing num- o
. . W-GDMA | HSDPA HSUPA . LTE 4G
ber of drivers use cars that are rented, leased, or obtained > > »>—p
through a car-sharing program; in such cases, the present HSDPA HSUPA _LTE 4G
form of car authentication is insufficient. A better system would WiMAX g Ti
authenticate the individual who is using a car at a particular S021ee Py
time, but is not necessarily the owner. In this paper, we propose PHS OAM Spedd-up PHS - Next Gendration PHS
a personal authentication infrastructure for next-generation e i
telematics. Specifically, we propose personal authentication into
that (1) between the person and the terminal, (2) between the Fig. 1. Road Map of Communication Environment
terminal and the center.
I. INTRODUCTION Il. CHANGE OF ENVIRONMENT

The use of car navigation systems and personal nav-First, we will explain how the telecommunication environ-
igation devices (PNDs) has spread rapidly, and this hafient that surrounds a vehicle in operation has changed in
been accompanied by development of high-speed, wirelegscent years.
communication infrastructure such as that based on WiMAX.

In such an environment, a car naVigation SyStem Conne(;&§ Change of Communication Environment
to a network to receive various services. However, before a

service is provided, it is necessary to confirm whether a user” r0@d map of the changes in Japan’s telecommunication
environment is shown in Fig. 1. As illustrated, the broadband

requesting the service has the right to receive that service: ™ ,
In the past, each car was typically owned by one persoﬁnvwonment has become faster and more extensive through
' ’Hvances in telecommunication technology.

and the person who used the car was generally fixed. In sul
a situation, the service provider only had to authenticate t
car or the car navigation system, and for this hardware-bas
authentication is sufficient. However, common forms of car The sales of navigation systems have steadily expanded
usage have changed, meaning that each driver can no longetdapan’s domestic market, and foreign markets have also
be consistently linked to a single vehicle, and hardware-basgdown rapidly, especially through sales of personal naviga-
authentication is no longer adequate. tion devices (PNDs).

In this paper, we consider changes in the environment
that surrounds a car, and propose a user authenticatiGn Changes in Service Style

tmhecfh?msm that will better meet the needs of car users in Consider for a moment, the development of cellular phone
€ luture. services in Japan. Several years ago, cellular phone users

In Section 2, we explain how the environment that surzq 14 only connect to an official service provider via a portal

rounds a moving vehicle has changed. We describe the algs that a mobile carrier had prepared. In addition, a mobile
thentication infrastructure requirements for next-generatiog, rier rather than the service provider collected the contents
telematics in Section 3. In terms of those requirements, We,a4e However, as many general sites became available, the
describe the proposed authentication technique for telematigss, coy1d reach these sites through a general search site, and

in Section 4. Specifically, we categorize personal authentise nymber of service providers who collect charges directly
cation into that (1) between the person and the termma\JvaS increased rapidly.

(2) between the terminal and the center, and (3) betweenm such a situation, we can easily imagine that telematics

the terminal and the service provider (ASP), and propose &, ices will be open services. In a word, they will be

mgthod .for No.(1) and .NOZ(Z) authentication f:ategory. W lobalized and a variety of service providers will appear
briefly discuss the application of our method in Section

d lude in Section 6 provide these services; this is in contrast to the current
and conclude in section ©. situation where each car company provides its own special
K. Umezawa, S. Susaki and M. Kashiyama are with Hitachi, Ltd. ~ SEIVICES. The_ concept of the globalization of service is
S. Tezuka is with Hitachi Consulting Co., Ltd. illustrated in Fig. 2.

. Change in Navigation Terminals



IV. PROPOSED USER AUTHENTICATION
INFRASTRUCTURE FOR TELEMATICS

We will now explain our proposed personal authentication
base for telematics that will enable user management based
) on the individual. We achieve this by managing the user as
an individual, rather than as a user based on the car (car
navigation system. In addition, this enables management of
each user who uses a lease/rental car.

We apply the PKI authentication method based on public
key cryptosystem technology as a personal authentication
method and combine this with the current method of using an
ID/Password. The advantages of using the PKI authentication
method for telematics are listed below.

« The PKI technology is more secure than ID/Password
since no confidential information flows through the
network.

« Not much confidential information (passwords) of mem-
bers has to be safely managed at the center. There is less
danger of information leakage, and a slimmer center is
practical.

Unification of the user authentication among ser-

vice providers other than the center is enabled. The
ID/password need not be disbursed to each service
provider, and the user need not remember many dif-
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Fig. 2. Globalization of Services
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D. Change in User Attitudes towards Car Ownership

The desire to own a car has lessened in Japan, especially
among young people. Many people are now satisfied with
renting a car when one is needed, for example for weekend"®
activities. In addition, many drivers prefer to lease a car so
that they can regularly switch to a newer model. Car-sharing
programs, where two or more users share each car, is also

) ferent ID/passwords.
becoming more common. Moreover, to achieve personal authentication rather than
TABLE | shows the potential person:car (i.e., car naviga- ’ P

. . . . ] car authentication, we propose an authentication method with
tion system) relationships depending on the different forms )
. a secure device (an IC card, cellular phone, etc.) that the user
of car ownership and use. - . X X
possesses. Authentication with a secure device for telematics
has the following two advantages.
« Correspondence between the terminal and globalization

is enabled. That is, managing each user’'s confidential

TABLE |
CAR USE STYLE

Service provision will have to correspond to “n:1” or

“n:m” relationships in the future, rather than only the “1:1”

or “1:m” relationships that have been accommodated up to
now. This means that hardware-based authentication will no
longer be sufficient, and user authentication will be requiredh. Outline of proposed system

Figure 4 shows an outline of the proposed system.
The center side system is composed of two hierarchies in

1. AUTHENTICATION INFRASTRUCTURE

REQUIREMENTS

than only in Japan.

# | Navi. : Person| Example information with a device that can be easily carried by
! 11 Personal use the user allows the information to correspond to various
2 Im Company car, Family use . . .

3 nl Private car + Rental car, Change of lease car terminals (nawganon systems, PCs, smart phones, etc.)
4 n:m The above combinations and car sharing and scenarios (rental user, etc.)

User-based rather than hardware-based authentication
is enabled. The individual driving a car can be au-
thenticated using a cellular phone and IC card; i.e.,
an individual ownership device and an authentication
device.

which it is considered to attest the car user in not only Japan
but also the world, and puts subordinate position certification
As the communication environment that surrounds the caiuthority (CA) of each region in the world on the subordinate
continues to become faster and more extensive, the cargp route CA. These CA issues a digital certificate to the
increasingly likely to be connected to the network without inuser in each country. In addition, at run time, a certificate
terruption. Given this assumption, there are two requiremenggrification server (CVS) that has a fast verification algorithm
that must be met to enable the globalization of service angbes the verification processing of a digital certificate. The
personal authentication. In addition, any proposed methagnter also has a coordinated authentication (single sign-on)
should be a technology that is applicable worldwide rathefunction with the service provider.
To explain how our method is applied, it is useful to
In Fig. 3, we show an image of a future user-authenticatioseparately examine the authentication (1) between the ter-
system that surrounds the car based on these requirementsinal and the center, (2) between the center and the service



@ Uniform global management based on user
authentication infrastructure applicable to
individual car users and group company users.
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less access between the terminal and two or more ASPs. The
method to enable single sign-on incorporates the following
three methods.

o Method of connecting directly with ASP (“Direct
Model”)
Method where the center mediates (“Center Mediation

provider (ASP), and (3) between the person and the terminal, ’
so that we may describe the composition of the system’s
authentication infrastructure and how the method works in
each phase.

(1) Between the terminal and the center

Model”)
Method of communicating directly with ASP after cen-
ter provides authentication (“Integrated Model”)

(3) Between the person(user device) and the terminal

We propose two kinds of ID/Password method and PKI We propose thg following six methods as candidates for
method based on the public key cryptosystem technolodiie user side device.

as the authentication method between the terminal and the,
center?. .

« ID/Password technology. .
« PKI technology. .

(2) Between the center and the service provider(ASP) *
The single sign-on function is necessary to achieve seam-*

10ne-time password methods and so on are candidates, but are unsuitabl

The user selects from a menu (the device is not used).
RFID device (smart key, etc.)

Contactless Smart Card

Cellular phone (NFC interface)

Cellular phone (Bluetooth interface)

Biometrics device(finger vein)

for telematics authentication because it is necessary to input a password thain this paper, we describe above-mentioned No.(1) and

is updated over time.

No.

@A).



B. Proposed method between terminal and center authenticates the user by confirming a digital certificate and
The conventional composition and the proposed compodfl€ Signature value.

tion of the center side system are compared in Fig. 6. Given how widely cellular phones are now owned, this
will be a convenient approach for users.
2) Use of a secure device as an authentication device:
.' passnra | | 1ot serioff e A secure device (KeyMobile) card is a card with an IC
(password) nfemeten chip function and a memory card function, and it is used
by inserting it into a memory card slot. Figure 8 shows the
' Genter (proposal) internal composition of a KeyMobile Card.
User ID
(certificate) Client
.‘ R
S e
function [ I

| Security (PKI) protect area |
| DRM area |

Fig. 6. Conventional and proposal configuration of center system
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A conventional system authenticates the car as shown in
Fig. 6 through transmission of an ID/password or equipment
information such that relating to the car navigation system.
The proposed system authenticates a person by transmitting Fig. 8. KeyMobile Card
a digital certificate?. The client authentication function in
the center receives a digital certificate, and verifies that it The notable characteristics of the IC chip are

has not lapsed, that the expiration date has not passed, etc. a Card OS for multiple applications

C. Proposed method between device user and terminal « conforms to the GlobalPlatforf' specification (open
platform specification for multifunctional smart cards)

« standard equipment for PKI technology.
We propose applying this KeyMobile Card to the au-

Flash memory

1) Method to use a cellular phone as an authentication
device: We previously reported on our development of an

authentication infrastructure system that USes the Ce"qlﬁgentication infrastructure for telematics. Figure 9 shows an
phone [1J[2][3][4][5][6]. These reports describe the Certlﬂ_outline of the method to use the KeyMobile Card as an

cate validation model and a certificate validation system - .
. - . . . __authentication device.
that considers the restrictions unique to a mobile terminal. . I .
: . As well as with car navigation systems, the KeyMobile
Evaluations have shown that this system enables secute

o ard can be conveniently used as an authentication device

mutual authentication between a cellular phone and an ASP. : .
. . C . with other terminals, with the advantage that the map data
We propose applying this authentication infrastructure . : o
. . : .~ and so on can be carried as bridge media since memory card
system with a cellular phone terminal for telematics. Figure . ; . . .
. Slots have already been installed in various information.
7 shows an outline of our method to use the cellular phone

as an authentication device. User ID

(certificate)

User ID
(certificate)

User ID ConnectBy /W
(certificate)

Fig. 7. Use of a cellular phone as an authentication device

Inserts into memory slot

As shown in Fig. 7, an digital certificate is stored in the
UIM chip in the cellular phone in this method, and the Fig. 9. Use of a secure device as an authentication device
cellular phone connects to the car navigation system terminal
by NFC, Bluetooth, or cable. The car navigation system 3) Use of a contactless smart card as an authentication
does the signature generation in UIM in response to théevice: We also developed a method to use the contactless
authentication request (challenge) from the center. The cen@nart card that is convenient for users.

It is necessary to authenticate the server to receive service

2More.specifically, the center transmits a challenge (random numberst)(,]rough a general ASP. However, when a contactless smart
the terminal generates a signature for the random numbers with a private d i d. it is difficul d th h ..
key maintained in the secure device, and then the terminal transmits GRra is _use_' it 'S. Ificult to end the server aut en_‘ucathn
electronic certificate and a signature value to the center. processing including the network delay. To deal with this



User ID

(certificate) related to the matching of biometrics information on the

server side still need to be resolved; for instance, matching
speed decreases when the number of users increases, the
potential leakage of biometrics information is a security
concern, and the size of the center system will probably have
to increase when using it in combination with other methods

3

Fig. 10. Use of a contactless smart card as an authentication device 5) Method to select ID/passwordFigure 13 shows an
outline of the method to select an ID/password by touching

bl develoned hod of | henticati the display with a finger. In this method, all ID/password
problem, we developed a method of mutual authenticatiog, e qriver is registered beforehand in the car navigation

including the server authentication, even when a contactleg stem. When the user starts to drive. he can select himself
smart card is used. Figure 11 shows the proposed flow. Th“az the car driver from the menu and the preregistered

. \ /password is then transmitted to the center. This method
that keeps holding up the contactless smart card because fess secure than the PKI method, but such a system will

car navigation system authenticates the server instead of £ less expensive to manufacture. Moreover, registration is
contactless smart card. As a result, the authentication methﬂgeded for use with a rented car

combined with the safety of the cross certification based on
PKI is more convenient for a user who momentarily ends Select ID/password
processing by not making contact.

PKI

Contactless smart card Navigation Center/ASP
Select ASP
random 1
Generate signature
random 2, signature, server ertificate . .
[ Veriy sgnatire and codfcae | Fig. 13. Manually selecting from a menu
@ NG . . -
oK End 6) Selecting an ID/password with an RFID devidéigure
o 14 illustrates the method to select an ID/password using an
onnecads RFID device that the user owns rather than manually select-
dom 2 . . . .
GEtm connected ing as described above. This should be more convenient for
Srature cetfcate (e the user. However, it will be necessary to prevent interference
[ Veriy signature and cerfeate | from any RFID of a person sitting in the passenger seat.
Service Preparation for service
Service is received. |

Fig. 11. Basic flow of method using contactless smart card device

4) Use of a biometrics device as an authentication de-
vice: Use of a biometrics device could further enhance the
user’s convenience. Figure 12 outlines our method to use ¢
biometrics device as an authentication device.

Driver

User ID Fig. 14. Selecting from menu with an RFID device

d (certificate)

7) Selecting the PKI functionFigure 15 shows an outline
of the method to select the PKI function by touch with a
finger. This method is a secure method for two or more
people. The key to two or more people per secure device
is registered, and it is selected from the menu. As a result,
the driver’s digital certificate is transmitted to the center and

Fig. 12. Use of a biometrics device as an authentication device A . .
the user authentication is done. When renting an automobile,

The individual is specified by setting up a biometricsga:fda;?(:h?sozzgieret%:jiea contactless smart card as a sub-
information reader in a part of the car that the driver normally ’

touches, such as the steering wheel. However, some problem¥Two kinds of authentication systems are needed for PKI and biometrics.



o Driver information (name, age, sex, address, blood
type, etc.) and the car serial number are linked

@ The person driving the car can be confirmed
Select

R G a—

(certificate)

@ The person driving,
))) not the car, is
authenticated

or <
g »)
. . . ?';'Orl‘ | | « The
Fig. 15. Selecting the PKI function by touch @/ Internet
DCM

Client Center
auth. func. member

Access control

DCM [ car serial number, date Driver info.
number ! | DJ

. . ) ) @ The DCM number (SIM T
8) Select the PKI function with an RFID devic&igure ‘ Subscrber D, efc) i
. . . ransmitted I ere Is an
16 shows the selection of the PKI function with an RFID accident
device. This is more convenient for the user than using Clent | (B
. . s DCM network auth. func. Member
finger to touch the display. However, again it is necessal (mobile network) information
to prevent interference from any RFID of a person in the [oThe DCM number is linked m]
the car serial number

passenger seat.

Fig. 17. Example

etc.) can also be provided through cooperation with the
proposal system. Thus, customized S&S service for each
driver becomes possible.

VI. CONCLUSION

In this work, we have considered how the telecommunica-
tion environment that surrounds a vehicle has changed, and
will continue to change, and have determined the require-
ments for an authentication infrastructure. The telematics
Fig. 16. Selecting a PKI function with an RFID device authentication infrastructure can meet these requirements.
We divided the user authentication into that (1) between

9) Comparison of methodsTable Il compares the meth- & Person and a terminal, (2) between a terminal and a
ods described above with respect to adaptability to the usefnter, and (3) between the terminal and an ASP, and
situation, convenience, and technical feasibility. proposed methods appropriate for No.(1) and No.(2) type of

authentication. These methods enable the center and the ASP
V. APPLICATION to authenticate the individual who is driving a particular car.

In this section, we consider application of the proposedherefore, it enables the provision of customized services
system in cooperation with other systems. Because the precording to the driver and the current situation.
posed system enables individual authentication, rather thanWe plan to soon implement the proposed methods, and
authentication for the car (e.g., the car navigation systenipy then evaluate them with regard to performance and user
the current driver can be specifically identified and providedonvenience.
services tailored _for his preferences. o Display concerning trademark etc.

Here, we consider an example of application in coopera- _ wiMAX, WiMAX Forum is a registered trademark of
tion with a security & safety (S&S) service. Figure 17 shows V\él}/lﬁxl FFC)JIrUt?W M istered trad K of Global
how such a coordinated system would operate. “Platform Ing, o 0 Todsiered fademark 6f Iohd

In the S&S service, the data communication module —BIBlueIOOrtthIIa? tradegna{lj SaRd a registered trademark of

. . uetooth- nc. in the U.S.A.
(DCM) number is related to the serial number of the car, _"KeyMobile is a registered trademark of Hitachi Ltd.
and the DCM reports the DCM number to the S&S service _In'\ph/le% n(l_\l_/léJ(I;% nl(\)/llgg!gsCard) is a registered trademark of
: : . . i ies.
prov!der in the event pf an accident. The S&S service miniSD™  microSO™ is a trademark of the SD Card
provider reports the serial number of the car (and the date) Association.

i i — In addition, any company name or product name that has
as a key, and sends an Inqglry’to.the cen.ter. The proposed been used is the trademark or registered trademark of the
system can provide the driver’s information to the S&S  respective company.
service provider because it has authenticated the user who
is currently driving a car. Thus, the car involved in the
accident will be specified. Other information regarding alll K.Umezawa, A. Takahashi, H. Uchiyama, H. Sakazaki, M. Oikawa, S.

. . . . Susaki, S. Hirasawa: “Development of certificate verification system
driver involved in an accident (name, age, sex, blood type, for mobile services,” IEICE Technical Report (IT), pp. 49-54 (2005)

Driver
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TABLE Il
COMPARISON OF METHODS

Method Storage Details of method User device Evalu Remarks
between | of con- ation
terminal | fidential
and info.
center
Two or more Select from menu with finger|[ Fair [ Not applicable in a car-sharing system.
ID/Passwords are RFID (Smart Key, etc.) Good| Necessary to adjust the signal range to distinguish
Terminal | registered in the the signal from that of any RFID of a passenger.
ID/ navigation terminal Contactless smart card Fair_| TaKing out of a purse or a bag IS frounlesome.
Pass- beforehand. |D/Password|_C€llular phone (NFC) Good
word is transmitted to the Cellular phone (Bluetooth) Good
method center by selecting them Biometrics device (Tlnger vein] Good
: 3 Tnput by user Poor | Troublesome fo input the password every time.
User I(i%\/ri?:%lsi;etr%%gr]nti?tgdufoer RFID (Smart Key, etc.) Good| Necessary fo adjust the signal range to distinguish
device the center by way of the the signal from that of any RFID of a passenger.
terminal y way Confacfless smart card Fair | Taking out of a purse or a bag IS froublesome.
. Cellular phone (NFC) Good
Cellular phone (Bluetooth) Good
Biometrics device (finger vein] Good
The private key, the select from menu with finger | Fair | The privaie key cannot be taken out, So cannot be
certificate, and the applied to a rent-a-car system, etc.
PKI Operation RFID (Smart Key, etc.) Fair Ditfo
function are Contactless smart card Fair Ditto
Terminal mounted on the Cellular phone (NFC) Fair Ditto
terminal. Cellular_phone (Bluetooth) Fair_| Ditio
PKI Biometrics device (finger vein] Fair | Ditto
method The private key, the Select from menu with finger| Good
certificate, and the PKI [ RFID (Smart Key, eic.) Good
operation function Confacfless smart card Fair | Taking out of a purse or a bag IS froublesome.
installed in the secure Cellular phone (NFC) Good
device set in the terminal_Cellular phone (Bluetooth) Good
are used Biometrics device (finger vein] Good
The private key, the Select from menu with finger | Poor | _Impossible
User certificate, and the PKI [ _RFID (Smart Key, etc.) Fair_| few RFIDS correspond to PKI
device operation function Confacfless smart card Fair | Taking out of a purse or a bag IS froublesome.
installed in the user Cellular phone (NFC) Fair | Few cellular phones correspond to PKI
device are used. Cellular_phone (Bluetooth) Fair_| Few cellular phones correspond to PKI
Biometrics device (finger vein] Good| Ditto
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