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Abstract. Perfectly secure steganography is a technique designed to
render the presence of embedded information undetectable by ensuring
that the statistical distributions before and after embedding remain per-
fectly identical, thereby setting the Kullback—Leibler (KL) divergence to
zero. However, in terms of textual documents, specific linguistic features,
such as dialects or speech patterns associated with elderly individuals,
can create noticeable inconsistencies for human readers, potentially re-
vealing the existence of hidden information.

This study aims to evaluate stegotexts generated through perfectly secure
steganography by employing alternative metrics beyond KL divergence.
This is not a proposal to replace the KL divergence evaluation met-
ric for perfectly secure steganography, but rather a proposal to conduct
an additional evaluation using a different metric. Specifically, we utilize
latent Dirichlet allocation (LDA) and cosine similarity to assess the co-
herence of the generated stegotext with a set of documents sharing the
same topic. For our experiments, we collected news articles on gaming,
sports, and politics from BBC News. The results indicate that gaming-
related stegotexts exhibited significantly lower similarity with sports-
and politics-related news articles, and a similar trend was observed for
politics-related stegotexts. However, for sports-related stegotexts, no sig-
nificant difference was detected.

Keywords: Perfectly secure steganography - latent Dirichlet allocation
- cosine similarity.

1 Introduction

Steganography has long been studied as a method for concealing data by em-
bedding it within seemingly harmless content such as images, audio, and text.
Unlike traditional security measures such as encryption, which aim to protect
the data from decrypting the contents, steganography hides the existence of the
communication itself. This makes it a valuable complement to cryptographic
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technologies. Its applications are varied, encompassing the secure transmission
of sensitive information and privacy protection.

Traditional steganographic methods have sought to embed confidential in-
formation within a covertext (i.e., content used for steganography to embed
data) while minimizing alterations to make detection by third parties challeng-
ing. Although these methods can obscure the specific contents of the embedded
information when combined with encryption techniques, embedded information
may still be statistically detectable. Consequently, the security level provided by
traditional steganography has been limited, necessitating more advanced tech-
nologies to enhance its effectiveness.

In recent years, a concept referred to as “perfectly secure steganography” has
been proposed [1]. This technique aims to modify the covertext in a manner that
is statistically undetectable, thus rendering the embedded information impercep-
tible. Specifically, it requires that the statistical distributions of the covertext
and stegotext (i.e., the content containing the embedded information) match
perfectly. To achieve this, generative Al technologies, such as GPT-2 and Wav-
eRNN, are used alongside a method called iterative minimum entropy coupling
(iMEC) to minimize the Kullback-Leibler (KL) divergence towards zero. This
approach effectively hides the fact that information has been embedded.

This study focuses on the steganography of text documents. Although achiev-
ing a KL divergence of zero suggests perfect statistical concealment, the possi-
bility that human readers might notice anomalies remains. Detection can occur
if the covertext, which may include specific features such as dialects or archaic
phrases, reads as unnatural. These discrepancies could inadvertently indicate the
presence of embedded information.

We evaluate stegotexts generated through perfectly secure steganography
using metrics beyond KL divergence. Specifically, we employ latent Dirichlet
allocation (LDA) [2] to model a collection of documents and calculate cosine
similarity to assess the similarity between documents. This method helps verify
whether the generated stegotexts align with document groups on the same topics.
By incorporating this contextual consistency evaluation along with the statistical
criteria (KL divergence of zero), we aim to better understand how the texts might
be perceived by human readers.

2 Related work

2.1 Perfectly secure steganography

Steganography has gained recognition in the field of information security as a
technique that conceals not only the contents of communications but also the
act of communication itself. This technology prevents third parties from detect-
ing data modifications, thereby addressing some limitations of cryptographic
methods. Notably, information theory-based models, which assess the security
of steganography through statistical analysis, are widely employed|3][4].
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Cachin’s model [5], a foundational approach in steganography, emphasizes
the statistical similarity between covertexts and stegotexts. A covertext is de-
fined as natural, inconspicuous data used to embed secret information, such as
images, text, or audio. By contrast, a stegotext is the data produced when secret
information is embedded within the covertext, designed to ensure that its sta-
tistical characteristics align with those of the covertext. This model is intended
to completely eliminate the risk of detection by third parties.

As a primary approach to achieving a KL divergence of zero, the minimum
entropy coupling (MEC) method has been proposed. MEC is designed to iden-
tify the optimal coupling between the distribution of a covertext and that of a
stegotext, enabling the statistical properties of the stegotext to closely mirror
those of the covertext. Specifically, MEC modifies the entropy structure of the
covertext distribution while ensuring that it aligns with the statistical charac-
teristics of the embedded information. This adjustment minimizes discrepancies
between the two distributions, effectively avoiding statistical detection.

The emergence of generative AT models such as GPT-2, WaveRNN, and Im-
age Transformer in recent years has significantly improved the performance of
steganography. These models can accurately replicate complex covertext distri-
butions, and when integrated with techniques like MEC, they allow for more
precise modifications to the entropy structure[l]. This combination greatly en-
hances the naturalness and secrecy of stegotexts, offering an effective means of
reducing KL divergence. In addition, the previously defined method of iMEC has
been introduced to improve the alignment between the distributions of covertexts
and stegotexts, not only approaching zero KL divergence but also maximizing
statistical security. Consequently, the application of MEC alongside generative
AT techniques not only boosts the safety of steganography but also enhances its
practicality, laying a critical foundation for the advancement of this field.

2.2 Latent Dirichlet allocation (LDA)

In this section, we describe LDA, which is a method used for topic modeling and
cosine similarity analysis.

Topic models operate on the premise that a document encompasses several
latent topics, with each keyword either belonging to a specific topic or being
produced by that topic. LDA [2] is a method for estimating these latent topics
from keywords. It is a language model that assumes the probability distribution
of topics (parameter 6 of the multinomial distribution) that follow a Dirichlet
distribution. In LDA, topics are selected according to the Dirichlet distribution,
and words are chosen based on the probability distribution associated with that
topic.

LDA can be represented by the graphical model shown in Figure 1. This
figure illustrates the smoothed LDA model. In recent years, the term “LDA”
has commonly referred to smoothed LDA, and our implementation follows this
formulation.

Here, d represents the document ID, n denotes the word ID of a word in
a document, and k indicates the topic ID. The total number of documents is
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Fig. 1. Graphical model representation of smoothed LDA

M whereas N and K refer to the number of words and topics in a document,
respectively. The number of words in document d is given as N4. The ranges for
d, n,and k are specified as 1 <d < M,1 <n < Ng,and 1 < k < K, respectively.
Wy represents the nth word of document d, and z4, represents the latent topic
associated with the nth word in document d. The variable 4 is the mixing ratio
for the latent topic k of document d. For example, if document d has three topics
with mixing ratios of 10%, 70%, and 20% for topics 1, 2, and 3, respectively,
then 04 = 0.1, 642 = 0.7, and 043 = 0.2, reflected as 8, = {0.1,0.7,0.2}. In this
context, a is the parameter of the Dirichlet prior on the per-document topic
distributions, and B denotes the parameter of the Dirichlet prior on the per-topic
word distribution. ¢ represents the word distribution for topic k. A collection of
documents is referred to as a corpus, denoted as D = {w1, w2, -+ ,wpr}.

In this framework, we observe the word wg and aim to determine the topic
from which these words originated. Specifically, for document d, we calculate and
estimate the topic distribution 84, the topic assignment for each word z, and
the word distribution for each topic (. Various methods, such as the Bayesian
method [2], Markov chain Monte Carlo (MCMC) [6], and Gibbs sampling [7] (a
specific type of MCMC), have been proposed to estimate these latent variables
(0, z and ).

2.3 Cosine similarity

The similarity between documents d and d’ can be evaluated by calculating the
cosine similarity of 84, which is approximately derived using the aforementioned
LDA method. The cosine similarity is expressed by the following equation.
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3 Proposal

In this study, we utilize LDA to evaluate the similarity and contextual con-
sistency of stegotexts generated through perfectly secure steganography. This
approach assesses how well the stegotexts integrate with their respective textual
environments, ensuring they maintain a natural appearance while effectively em-
bedding hidden information.

Figure 2 provides an overview of the proposal. It illustrates that articles from
three categories, namely, games, sports, and politics, are randomly selected, with
100 articles from each category. The process consists of the following steps: 1)
a news article about games is chosen and used as the covertext to generate
stegotext through perfectly secure steganography; 2) a topic model is created
from news articles across all categories, and this model is used to compute the
cosine similarity between the generated stegotext and the articles from each
category (games, sports, politics); 3) the similarity is calculated for the sports
category; 4) the similarity calculation is repeated for the politics category. This
method assesses how effectively the stegotext integrates into the context of each
category while preserving its concealed information.

If a high similarity is identified between the stegotext generated from a game-
related news article and the original game-related article, it indicates that the
stegotext was produced on the same topic. This also holds true for sports and
politics. However, even if perfectly secure steganography results in a KL diver-
gence of zero, if the covertext is from the ‘game’ category and the stegotext is
related to ‘sports’ or ‘politics,” readers may notice a discrepancy, as the topic of
the stegotext deviates from that of the covertext.

4 Experiment

4.1 Selecting a dataset

In this study, the dataset consists of articles that were randomly selected from
BBC News, with 100 articles from each of the three categories: games [9], sports
[10], and politics [11].

4.2 Generation of stegotext

The stegotext was generated by executing the source code published on GitHub
[12]. The main parameters used are shown in Table 1. Table 4 presents the news
articles utilized as covertexts, along with the generated stegotexts.

4.3 Creation of the LDA model

In total, 300 news articles as explained in Section 4.1 were used to create the
LDA model, with the number of topics, one of the parameters, manually set to
eight.
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Fig. 2. Overview of the proposal

Table 1. Parameters used when executing perfectly secure steganography.

Parameter Value
block-size 10
method imec
top-k 40
message-mode randombits
repetition 1
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4.4 Calculation of cosine similarity

First, we calculated the cosine similarity between the stegotext generated using
a game-related news article as the covertext and 100 other game-related news
articles. We refer to this as game—game similarity. Next, we determined the cosine
similarity between the same stegotext and 100 sports-related news articles, which
we call game-sports similarity. We also measured the cosine similarity between
the same stegotext and 100 politics-related news articles, which we term game-—
politics similarity. The same methodology was applied to stegotexts generated
from sports- and politics-related news.

These terms are summarized in Table 2. A similarity value close to 1 indicates
a strong resemblance of the stegotext to articles from that category, whereas a
value close to 0 indicates minimal resemblance.

Table 2. Abbreviations for similarities between Articles A and B

Article A Articles B Abbreviation
Similarity between the |100 gaming-related news articles|game—game similarity
stegotext generated from|100 sports-related news articles |game—sports similarity
gaming-related news and|100 political news articles game—politics similarity
Similarity between the |100 gaming-related news articles|sports—game similarity
stegotext generated from|100 sports-related news articles |sports—sports similarity
sports-related news and |100 political news articles sports—politics similarity
Similarity between the |100 gaming-related news articles|politics—game similarity
stegotext generated from|100 sports-related news articles |politics—sports similarity
political news and 100 political news articles politics—politics similarity

5 Experimental results

5.1 Similarity histogram

The histograms of similarities for game-, sports-, and politics-related content are
presented in Figures 3, 4, and 5, respectively. The horizontal axis in each figure
represents the range of cosine similarity (from 0 to 1), whereas the vertical axis
indicates the number of texts within each range.

From Figure 3, we observe that game-game similarity generally yields high
values, with a significant number of data points in the range above 0.8. This sug-
gests that stegotexts generated through perfectly secure steganography closely
resemble news articles in the same category as the covertext. By contrast, game—
sports and game—politics similarities are predominantly concentrated below 0.4,
with very few instances exceeding a value of 0.8. Notably, this indicates that
game stegotexts have minimal similarity with news articles from different cate-
gories.

Figure 4 clearly shows that sports—sports similarity generally shows high
values, with a significant number of data points in the range above 0.85. By
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Fig. 3. Histogram of game-related similarities.
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Fig. 4. Histogram of sports-related similarities.
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Fig. 5. Histogram of political similarities.
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contrast, the similarities between sports—-game and sports—politics are mainly
concentrated below 0.4, and only a few instances exceed a 0.85. In addition, over
70% of the data is below 0.4, indicating that sports stegotexts have minimal
similarity with news articles in the game and politics categories.

Figure 5 illustrates that politics—politics similarity is relatively high, with a
significant number of data points above 0.6. Most of the data is concentrated
between 0.6 and 0.9, suggesting that stegotexts within the politics category show
strong similarity with articles from the same category. By contrast, although
politics—game and politics—sports similarities contain data points below 0.2, a
significant number of instances are above 0.6. The proportion of data above
0.6 in politics—sports similarity is particularly high, indicating a certain level of
association between political stegotexts and sports news. This trend may be due
to overlaps in the reporting of politics and sports news.

Table 3 presents the average values of each similarity measure.

Table 3. Average values of each similarity

Category Similarity Average value (Mean)
game game-game similarity 0.293400307
game-—sports similarity 0.126264980
game—politics similarity 0.135203711
sports | sports—game similarity 0.180721423
sports—sports similarity 0.274772562
sports—politics similarity 0.206046409
politics | politics—game similarity 0.384843029
politics—sports similarity 0.419023576
politics—politics similarity 0.540932822

6 Analysis and evaluation

The previous section described the visual assessment conducted in this study.
This section describes our statistical verification of the differences between cat-
egories. Specifically, we tested whether the average similarity values shown in
Table 3 differed significantly.

The histograms from Figure 3 to Figure 5 indicate that the data do not follow
a normal distribution. Therefore, we conducted a Wilcoxon rank-sum test, which
is a non-parametric test that can be used even when the data does not follow a
normal distribution, to assess statistical differences.

The tests were conducted pairwise within each category to determine dif-
ferences in the mean values. Because a total of nine tests were required, we
addressed the issue of multiple testing. To do this, we applied the Bonferroni
correction, one of the methods to avoid the issue of multiple testing. Specifically,
the significance level, or p-value, was adjusted using the Bonferroni method to
a threshold of 0.05/9 = 0.0055556.
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The results of the tests are shown in Figure 6. As illustrated, stegotexts gen-
erated from game news articles exhibited high similarity with other game news
articles. The same was true for sports and politics. Significant differences were
found between game and politics categories. However, for sports, no significant
differences were observed among all similarity measures.

p = 0.000078*
|
0.6 p=0.005374*

0.5 p= O 426600
p = 0.000783* p=0.323100

04 p= oooooos* p= 0102000 p= 0033890 p= 0137200
0.3
0.2 I
0.1
0

game game game sports sports sports politics politics politics
game sports politics game sports politics game sports politics
sim. sim.  sim. sim.  sim.  sim. sim. sim.  sim.

Fig. 6. The results of the tests

7 Discussion

In this study, we conducted experiments using the LDA model and cosine sim-
ilarity to assess the theoretical perfection of perfectly secure steganography by
evaluating the semantic similarity between stegotexts and news articles. The re-
sults indicated that stegotexts related to games and politics exhibited a higher
cosine similarity to news articles within the same category than to those from
different categories. Notably, strong similarities were observed between game
stegotexts and game news, as well as between political stegotexts and political
news, confirming that the content in these two categories was well-aligned.

By contrast, stegotexts in the sports category showed similarities to articles
in other categories, with no statistically significant differences found. This may
be attributed to the diversity of vocabulary in sports news and its commonalities
with other categories. Specifically, overlapping topics may exist between sports
and political news, leading to stegotexts that are not strictly confined to sports
content but that also resemble other categories. In addition, the brevity of the
news articles or the excessive number of topics defined in the LDA model may
have blurred the distinctions between categories. When articles are short, LDA
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may struggle to extract sufficient features for precise topic estimation, resulting
in ambiguous topic distributions. In this study, we set the number of topics for
the LDA to eight, which may not have been adequate for clear categorization.

8 Conclusion

In this study, we utilized LDA and cosine similarity to evaluate the similarity
between documents, verifying whether the generated stegotexts resembled doc-
ument groups with shared topics. The results confirmed that stegotexts derived
from game-related news articles had significantly lower similarity to news arti-
cles in other categories (sports and politics). Likewise, stegotexts generated from
political news articles also demonstrated significantly lower similarity to news
articles in different categories. However, no significant differences were identified
among stegotexts related to sports. Although the findings did not entirely meet
expectations across all categories, two out of three categories demonstrated the
anticipated similarity levels. These results suggest that perfect secure steganogra-
phy not only achieves statistical perfection but also produces texts that resemble
articles within the same category when read by humans.

In the future, expanding the variety of categories and the lengths of individual
news articles is essential. In addition, providing an appropriate number of topics
when training the LDA model is critical. Finally, utilizing data such as dialects
and archaic phrases is necessary to ensure that the generated documents do not
create a sense of incongruity for native speakers. These steps will enhance the
accuracy and effectiveness of steganography in preserving the naturalness and
relevance of covertexts.
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A Covertext and generated stegotext

Table 4 presents the news articles used as covertexts and the generated stego-
texts.
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Table 4. The covertext and the generated stego text

Category

Kind

Text

Game

covertext

The forthcoming film comes during a renaissance for gaming
films, which were once thought to be almost guaranteed flops. In
the 90s, film adaptations of popular video games such as Super
Mario Bros and Mortal Kombat were critical and commercial fail-
ures when they were released.But Nintendos star-studded Super
Mario Bros Movie, which was released earlier this year, became
one of the highest-grossing animated films of all time, earning
more than $1bn (£800m) at the box office. While Mario was the
most successful, it is not a one-off. Films based on Segas Sonic
the Hedgehog, starring Jim Carrey, Ben Schwartz and James
Marsden, have made hundreds of millions in box office takings,
and Nintendos Detective Pikachu, starring Ryan Reynolds as the
titular Pok?mon, was a box office hit too.

Generated
stego text

But with Nintendo, with its huge gaming audience and lucra-
tive licensing deals, the company has been facing tough financial
struggles. In the last ten years it has been embroiled in a string
of scandals that led to massive losses, most famously for its gam-
ing assets. In May 2015, the film released the first-ever leak of
sensitive information about the Nintendo Switch console.

Sports

covertext

Meanwhile, Naomi Osaka retired from the final of the Auckland
Classic with an abdominal injury.The four-time Grand Slam win-
ner, who was playing in her first WTA final for three years after
taking a 15-month break and giving birth to her first child mid-
way through 2023

Generated
stego text

with a populist and anti-immigration message that included ref-
erences to the euro, free trade and the end of collective bargain-
ing, despite his staunch support for the party. "I think we’re a
very different country from Germany," he said, "but I also think
the world needs to realize how Germany is more than a German
colony." But at the end, the talk was dominated by the two

Politics

covertext

Elon Musk took his endorsement of Germanys far-right party to
the next level on Thursday, hosting a live chat with its front-
woman, Alice Weidel. The 74-minute conversation ranged across
energy policy, German bureaucracy, Adolf Hitler, Mars and the
meaning of life. The worlds richest man unequivocally urged Ger-
mans to back Alternative f r Deutschland (AfD) in forthcoming
elections. Its the tech billionaires latest controversial foray into
European politics. Thered been a considerable build-up to this
discussion as Elon Musk faced accusations of meddling in Ger-
manys snap election

Generated
stego text

with a populist and anti-immigration message that included ref-
erences to the euro, free trade and the end of collective bargain-
ing, despite his staunch support for the party. "I think we’re a
very different country from Germany," he said, "but I also think
the world needs to realize how Germany is more than a German
colony." But at the end, the talk was dominated by the two






